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€

2019: | was head of the department’s new
Data Science and Artificial Intelligence B.Sc. and M.Sc. programs (DSAI)
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Backstory (1/2)

2019: | was head of the department’s new
Data Science and Artificial Intelligence B.Sc. and M.Sc. programs (DSAI)

€

@ many applications

Q major issues with our existing application
software OAS:

N

performance

&5 usability

@ no software changes possible

The only alternative was an application software from SAP
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Backstory (2/2)

1 2022: out of sheer desperation decided to build a new system myself

LWeII, | am the right person for this:
¥ working on “big data®,
V' 1 know how to scale databases,
V. do efficient query processing,

V' | know some software engineering.
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It turns out DB-related performance
problems are “numerous®:




Expected: Observed:

I # DB performance problems | # DB performance problems
140 140
123
105 105
70 70
35 35
0 0 0 0 0 0 0

2022 2023 2024 2025 2026 2022 2023 2024 2025 2026
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Developer Mode 1:

Developers do NOT use SQL-
statements iIn Web development

-> “the people outside the cave do not see the shadows
they cast In the cave*



The Full Stack

the outside world
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layers:

user

Ul Application

Backend Application

Backend Framework

example technologies:

application-code written in
Javascript, Vue

Ul-code written in
javascript, PHP, React

application-code written in
Python, Rust

Django

object-relational mapper,
Django ORM

the cave

database researchers

Database System

!
}
}

Operating & File System

PostgreSQL, MySQL, Oracle,

SQLite, DuckDB

Linux, Windows, OS X,
Android, iOS

CPU, DRAM, SSD, hard disk
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ORM vs Database
System
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ORM vs Database ORMs bridge the gap between the
System OO-world and the flat table SQL-world

T N g A
A
S A

-

- These libraries are called “mappers®,
however, “wrapper” or

5 .

“hide under the carpet“-er

would be a better name.

object-relational mapper,
Django ORM

the outside world

PostgreSQL, MySQL, Oracle,
SQLite, DuckDB

Database System

the cave

database researchers






Example Roundtrip
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Example Roundtrip

Outside World
ORM
SELECT * (7, 42, “Peter”),
FROM foo (1,42, "Horst"),
WHERE a=42; (4, 42, “Tom’),
(2,42, “Jens”),

Database System
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Plus: Several More Problems with ORMs

n+1 queries
-> HUGE performance trap

broken transactional semantics for navigational queries
-> data in different version in the Ul

data model management with migrations
-> sometimes migrations do not work: then manual migrations needed!

friction points and ugliness in ORM QL
-> swap data models inside the query,
e.g. try a simple GROUP BY in Django ORM

ORMs basically wrap the (limited) expressiveness of SQL into function calls
-> i.e., ORMs translate the expressiveness of SQL to the OO-world
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Plus: Several More Problems with ORMs

ORMs basically wrap the (limited) expressiveness of SQL into function calls
-> i.e., ORMs translate the expressiveness of SQL to the OO-world
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Here is an example why wrapping SQL’s
expressiveness does not work:

[SIGMOD 2025]
[SIGMOD 2026]
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Developers do NOT use SQL-
statements iIn Web development

-> “the people outside the cave do not see the shadows
they cast In the cave*



Developer Mode 2:

Developers embed SQL directly in their
programming language.

-> “the people outside the cave carry a mix of shadows and
objects*



SQL Injection Explanation from my Undergrad Course

Mixing of Query and Parameter: / userName

Ny o n

query = "SELECT * FROM users WHERE name = ’'" + userName + ;

~

String concatenation

query = "SELECT * FROM users WHERE name = '’ OR ’'1’'="1"';"

v

call DBMS with:

dbms .execute(query)
query semantics: DBMS parses the String and determines itself
which part is considered the query and
which part is considered the parameter

This is the SQL injection problem:

| | | We injected additional SQL into the original query!

this will always evaluate to true!

"SELECT * FROM users WHERE name = '’ OR '1'="'1";"




SQL Injection Fix in my Undergrad Course

Clear separation of Query und Parameter:

query = "SELECT * FROM users WHERE name : userName

DBMS gets query string with placeholder
and parameter separately

-> no confusion what the query is

-> no SQL injection possible

call DBMS with:
dbms .execute(query, params = (userName, )

query semantics:

"SELECT * FROM users WHERE name = "’ OR ’'1'='1";"

This query will return all users where the
name is equal to ' OR '1'="1".




SQL Injection Fix in my Undergrad Course

Clear separation of Query und Parameter:

query = "SELECT * FROM users WHERE name = %s;" makes all the difference!

C
dbms .execute(query, params = (userName, )

Did you spot it?
query semantics:

"SELECT * FROM users WHERE name = "' OR '1'='1";"

This query will return all users where the
name is equal to ' OR '1'="1".




Little Bobby Tables

HI, THIS 1S OH, DEAR - DID HE | DID YOU REALLY WELL WEVE LOST THIS
YOUR SONS SCHOOL. | BREAK SOMETHING? | NAME YOLR SON YEAR'S STUDENT RECORDS.
VERE HAVING SOME | o Robert'); DROP T HOPE YOURE HAPPY.
COMPUTER TROUBLE. / TABLE Stodents;—— 7 :
R R \ AND T HOPE
, ; ~OH. YES. UTTLE < YOUVE LEARNED
ROBBY TABLES, L T0SAMIZE YOUR
s) B q i ﬂ 1! WE CALL HIM. DATABASE INPUTS,
J

https://xkcd.com/327/ 44



2024

d C O B -cwe.mitre.org/top25/archive/2024/2024_top25_list B X% % Y @© Anmelden &y =

< W Common Weakness Enumeration New to CWE?
= A community-developed list of SW & HW weaknesses that can become Start here!

vulnerabilities
ID Lookup: [N

Home > CWE Top 25 > 2024

2024 CWE Top 25 Most Dangerous Software Weaknesses

NOTICE: This is a previous version of the Top 25. For the most recent version go here.

Top 25 Home Share via: X View in table format Key Insights Methodology

Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting')
CWE-79 | CVEs in KEV: 3 | Rank Last Year: 2 (up 1) A

Out-of-bounds Write
CWE-787 | CVEs in KEV: 18 | Rank Last Year: 1 (down 1) ¥

Injection')
CWE-89 | CVEs in KEV: 4 | Rank Last Year: 3

Cross-Site Request Forgery (CSRF)
CWE-352 | CVEs in KEV: 0 | Rank Last Year: 9 (up 5) A

B Improper Neutralization of Special Elements used in an SQL Command ('SQL

2025

d C

-

Home > CWE Top 25 > 2025

O 8 cwe.mitre.org/top25/archive/2025/2025_cwe_top25.html B X v Y @ Anmelden gy =

Common Weakness Enumeration

A community-developed list of SW & HW weaknesses that can become
vulnerabilities

New to CWE?

Start here!

ID Lookup: N

2025 CWE Top 25 Most Dangerous Software Weaknesses

Top 25 Home Share via: X View in table format Key Insights Methodology

Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting')
CWE-79 | CVEs in KEV: 7 | Rank Last Year: 1

Improper Neutralization of Special Elements used in an SQL Command ('SQL

Injection')
CWE-89 | CVEs in KEV: 4 | Rank Last Year: 3 (up 1) A

ross-Site Request Forgery
3 CWE-352 | CVEs in G 0 | Rank L °+ Year: 4 (up 1) A

Missing Authorizati
CWE-862 | CVEs in KE

—
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SQL Injection in my Undergrad Course

ORM (1/2)

Typical Properties of an ORM (Object-Relational Mapper)

An ORM shields the application developer from the database. It allows the
application developer to

1. define an object-oriented schema
2. query for objects in that schema

3. Insert, update, and delete those objects

Advantages
m much easier application development

m no more messing around with SQL

m automatic protection against SQL injection attacks (see below)




SQL Injection in my Undergrad Course

m automatic protection against SQL injection attacks (see below)




Well...



= V' CVE: Common Vulnerabilities ar X —+ v

O <« O 8 cve.org Xn  90% Y v @ Anmelden 5y =

‘ \ , About Partner Information Program Organization Downloads Resources & Support  Report/Request

sql injection django| Search

Site Search Q | - = -
Search tips @ | Provide feedback 0 1 6 SQL InjeCtlon
@® Notice: Expanded k d hing of CVE Records (with limitations) i ilable in th h box above. L v - - D'
olice Xpande eywora searcning o ecor Sm(\:l)\:le h::: .a IoNns) IS NOW avallapie In the searc OX apove. Learn Issues In ja ng O
||
ORM since 2019

Search Results

Showing 1 - 16 of 16 results for sql injection django

Show: Sort by:

25 W CVE ID (new to old) w

CVE-2026-1312 CNA: Django Software Foundation

An issue was discovered in 6.0 before 6.0.2, 5.2 before 5.2.11, and 4.2 before 4.2.28.
".QuerySet.order_by() is subject to SQL injection in column aliases containing periods when the same
alias...

Show more

CVE-2026-1287 CNA: Django Software Foundation

An issue was discovered in 6.0 before 6.0.2, 5.2 before 5.2.11, and 4.2 before 4.2.28. "FilteredRelation’
is subject to SQL injection in column aliases via control characters, using a suitably...

Show more

CVE-2025-64459 CNA: Django Software Foundation

An issue was discovered in 5.1 before 5.1.14, 4.2 before 4.2.26, and 5.2 before 5.2.8. The methods
"QuerySet.filter()', "QuerySet.exclude()’, and "QuerySet.get()’, and the class "Q()", are subject to SQL
injection...

Show more

C\/E S5NO5°E R4 CNIA:- MITRE CArnAaratinm



SQL Injection in my Undergrad Course

TODO: fix this to “most of
the time, but no guarantee!”

B automatic protection against SQL injection attacks (see below)
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So, how to solve SQL
injection?
Not as an afterthought but
from the get go?

And, why isn’t this ONE
language in the first place?

!

This Is actually a

'

Root of the problem: We
combine two different

fundamental software design

problem! languages: SQL and some

programming language!

51



Enter: FDM and FQL

Vision paper:

[EDBT 2026]



FDM and FQL: Core Ideas

@ purely functional (key/value) data model

same modeling concept at all levels, no matter whether we are looking at “tuples”,
“relations”, or “databases”, ...

@ all operators are unary: input is a function, output is a function

@ query language is a fagade and part of the embedding programming language

6 same power for updates as for reading

easlly extensible

ﬁ the notion of an “index” is built into the data model
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Reminder: Functions

f:X—=Y

/o

domain codomain
(set of input values) (set of output values)

f(X)HYVXeX




FDM: Functions!

Concept:

f(x) =y




FDM: Tuple Functions

Concept:
t(x) —
gzzg:al attributen/am'e b
Examples: | “first name* —
“last name* —
“age” b




FDM: Relation Functions

Concept:
R(X) =y
gzzgial tuple ke/ — tt}le function
Examples: 42 > t42()
11 = t14()
77 > t77()




FDM: Database Functions

Concept:
DB(x) — y
cs;zzgial relation na/m; b rel\ation function
Examples: | “users” > Rusers()
“customers” > Rcustomersl()
“orders* = Rorders()
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FDM: Constraints

just like In relational database systems, yet way more powerful as
expressed through predicates

You can attach arbitrary constraints:
(partial) schema

cardinality



In other words:

FQL: All Operators are Unary @lloperatorsare

higher-order functions
on FDM domains and
codomains

Op: Fin = Fout

/0

domain of input codomain of output
FDM functions FDM functions

Op(fin) = fout Vfin < Fin



FQL: All Operators are Unary

Concept:

Op(fin) = fout




FQL: All Operators are Unary

Concept:
Op(RFin) — RFout
. / ~ unary
ggzg!al relation function —> relational
' algebra
. O
Examples: one input relation
I
one input relation =
T
one input relation




FQL: All Operators are Unary

Concept:
Op(DBin) — RFout

Special database function
Case:
Examples: n relations Ig}

2 relations Iﬁb

n relations Iﬁ}

n relations Iib

~ N-ary
relational
algebra



FQL: All Operators are Unary

Concept:
Op(?'in) — DBout
Special database function ~ [SIGMOD 25]
Case:
Examples: resultDB
database =




Landscape of Input and Output Functions

co-domain Fyut — TF RF DBF SDBIF
| domain F;,

TF

NG

DBF

SDBF

Subset of F Meaning

TF a set of tuple functions
RF a set of relation functions
DBF a set of database functions

SDBF a set of sets of databases functions




Landscape of Input and Output Functions

co-domain Fgu¢ — T

| domain F;,

RF

DBF

SDBF

TE

RF unary relational algebra
operators,
e.q. filter, group by

DBF binary relational algebra
operators (kind of),

.J. join, union, intersect

n-ary operators

SDBF

Subset of F Meaning

TF a set of tuple functions

RF a set of relation functions

DBF a set of database functions

SDBF

a set of sets of databases functions




Landscape of Input and Output Functions

co-domain Fyut — TF RF DBF SDBIF
| domain F;,
e ? ? ?
n | |
RF unary relational algebra
operators,
? e.q. filter, group by ? ?
DBF binary relational algebra
. operators (kind of), P P
. .J. join, union, intersect . .
n-ary operators
SDBF
? ? ? ?
u | | |

Subset of F Meaning

TF a set of tuple functions
RF a set of relation functions
DBF a set of database functions

SDBF a set of sets of databases functions




Landscape of Input and Output Functions

co-domain Fyut — TF RF DBF SDBIF
| domain F;,
TF
? ?
RF unary relational algebra
L operators, n
= e.q. filter, group by -
DBF binary relational algebra resultDB, subdatabase
9 operators (kind of), [SIGMOD 2025]
. .d. join, union, intersect
n-ary operators
SDBF
? ? ?
Subset of F Meaning
TF a set of tuple functions
RF a set of relation functions
DBF a set of database functions
SDBF a set of sets of databases functions




co-domain Fyut — TF RF DBF SDBIF
| domain F;,
TF filter, map, project (per tuple A- | fake/test data generation fake/test data generation fake/test data generation
functions)
RF aggregate a relation to a tuple, | &*"""""" '1' SRR '1' . 1' . ;)' """ ""a } horizontal or vertical partitioning; | replicate and partition relation
e.g., compute statistics for input | a zimary. re ei’uc?na la ige bra, u%': replication; fake/test data genera- | into shard relations
like count the number of tuple | a ates in relational algebra an tion
functions,size,... :?-Q}llllllllllllllllllll
filter, map, project (per tuple)
DBF aggregate a database to a tuple, | binary relational algebra result database [47]; filter, map, | replicate or partition database into
e.g., compute statistics for input project (per relation) shard databases
like count the number of relation .
: : any n-ary relation algebra
functions, size, ...
SDBF aggregate a set of databases to a tu- | aggregate a set of databases to a | aggregate a set of databases to a | result set of databases; filter, map,
ple, e.g., compute statistics for in- | relation, e.g., compute statistics for | database, e.g., merge two databases | project (per database)
put like count the number of data- | each database function, compute a | into one; compute statistics for
base functions, size, ... size distribution over all databases | each database function, compute
a size distribution over all relations
of all databases

Table 1: A classification of FQL operators by the order of F;;,, and Fyut (Definition 8). Green visualizes the same order (=).
Red means the output has a lower order (>-). Yellow means a higher order (<). Each cell shows some example operators
and/or entire subclasses like relational algebra. Many of these cells offer exciting opportunities for future work. The red
boxes ([C]) mark the space covered by relational algebra and SQL. The entry marked with (== =) denotes where relational
algebra and SQL allow for updates, inserts, and deletes. In contrast, in FDM and FQL, the entire landscape can be used for
updates, inserts, and deletes.

Landscape of Input and Output Functions

[EDBT 2026]



FQL: Same Power for Updates and Reads

Cromamre || “ o Updates in SQL:

s only possible in
----------------------- . <...----" the dOtted dlread :

unary relational algebra; up-™
dates in relational algebra and ™
S

NG

L

‘-IIII"

4nmn

VS _

DBF D

Updates in FQL.:

. entire space [

Table 1: A classification of FQL operators by the order of F;, and Fyy,t (Definition 8). Green visualizes the same order (=).

Red means the output has a lower order (>-). Yellow means a higher order (<). Each cell shows some example operators
and/or entire subclasses like relational algebra. Many of these cells offer exciting opportunities for future work. The red
boxes ([C]) mark the space covered by relational algebra and SQL. The entry marked with (== =) denotes where relational

algebra and SQL allow for updates, inserts, and deletes. In contrast, in FDM and FQL, the entire landscape can be used for
updates, inserts, and deletes.

[EDBT 2026]



FQL iS 2 Fagade virtually all PLs have

some syntax to
express functions

Concept: Op(Fin) = Fout

----------- -> no need to change
\7 ‘__...-----""" """ the PL!S parser
PL Concept: f out=0p(£f in )
Longer i On( O |
I C = f
Example: _out = 0p( vp( p(£_in)))

...
!/

+ linear logical FQL plan declares the
query in Python, C++., Rust, ...

This does NOT necessarily execute
all of this in the PL: may delegate to
a backend/optimizer.




FQL is Lazy

Example: f_out=0Op(Op(Op(£_in)))
I—|—I

prepares an FQL pipeline, but does not
execute anything
(similar to Django ORM execution model)

—

users = £ out[“users”]
—

gets a handle to the value mapped to from key “users”,
whatever users maps to, we don’t care at this point (still lazy)

horst = users[“Horst"]
—

gets a handle to the value mapped to from key “Horst",
whatever horst maps to, we don’t care at this point (still lazy)
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A Functional Data Model and Query Language is All You Need

Jens Dittrich
jens.dittrich@bigdata.uni-saarland.de
Saarland University
Germany

Abstract

We propose the vision of a functional data model (FDM) and an
associated functional query language (FQL). Our proposal has
far-reaching consequences: we show a path to come up with
a modern query language (QL) that solves (almost if not) all
problems of SQL (NULL-values, type marshalling, SQL injection,
missing querying capabilities for updates, etc.). FDM and FQL
are much more expressive than the relational model and SQL.
In addition, in contrast to SQL, FQL integrates smoothly into
existing programming languages. In our approach both QL and
PL become the ‘same thing’, thus opening up several interest-
ing holistic optimization opportunities between compilers and
databases.

Keywords

Data Models, SQL Criticism, Relational Model, Relational Alge-
bra, Functional Data Model, Functional Query Language, SQL
Injection, ORM, Indexing, FDM, FQL

1 Introduction

This paper is inspired by two very recent papers which we be-
lieve give a new spin to what databases can and should be. The
first, published at CIDR in January 2025 [16] (best paper award),
is a vision paper that proposes to keep the entity relationship
abstraction as a DDL interface to the DBMS. So rather than first
translating an entity-relationship model (ERM) to the relational

none of these abstractions and the constructs used in FQL
are specific for tuples, relations, and/or databases anymore.
With FQL, you can query any relation as if it were a tuple;
you can query any database as if it were a tuple; you can
query any set of databases as if it were a tuple, a relation,
or a database, and so forth (Sections 2.2 and 2.8).

(3) FDM tears down the boundary between data that is stored
and data that is computed (Section 2.4).

(4) FDM includes features of key, integrity constraints, and
logical indexing as part of its conceptual definition already
rather than as an afterthought (Sections 2.5 and 3).

(5) FQL is not limited to returning a single result table as in
SQL or relational algebra-inspired languages (Section 2.7).

(6) FQL never leaves the data model in order to work around
and/or compensate data model representation problems
(Section 4.2).

(7) FQL is as powerful for querying as it is for changing data in
contrast to SQL where reading data is much more powerful
than writing data (Section 4.3).

(8) FQL is easily extensible. Whether a function is defined by
‘a user’ or by ‘a library’, FQL allows for using functions de-
fined outside the realm of the database (Sections 4.1 and 4.2).

(9) FQL seamlessly blends into host programming languages
(PLs). Everything in FQL is expressible through operators.
From the point of view of a programmer, FQL looks like
programming constructs of the PL, however, the PL may
decide to delegate parts of these constructs to the database

[EDBT 2026
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onclusions (2/2)

co-domain Fo,y — || TF RF DBF SDBF
| domain F;,
TF filter, map, project (per tuple A- | fake/test data generation fake/test data generation fake/test data generation
functions)
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like count the number of tuple | a AES 109l S RN L. BB A1 = | tion
functions, size, ... D -
filter, map, project (per tuple)
DBF aggregate a database to a tuple, | binary relational algebra including | result database [47]; filter, map, | replicate or partition database into
e.g., compute statistics for input | any form of aggregation; project (per relation) shard databases
like count the number of relation :
) : any n-ary relation algebra
functions, size, ...
SDBF aggregate a set of databases to a tu- | aggregate a set of databases to a | aggregate a set of databases to a | result set of databases; filter, map,
nle oo commute ctatictics fariin-"| relation e o compute statistics for | database, e.g., merge two databases | project (per database)
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